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Research on vulnerability analysis of cyber-physical distribution system

based on interdependent network theory

XIAO Xianghui, ZHANG Zhenshan, TAN Haishu

(School of Mechatronic Engineering and Automation, Foshan University, Foshan 528500, China)

Abstract: The cyber physical distribution system (CPDS) is designed to realize the interoperability and deep integra-
tion of physical and cyber systems, so that it can obtain better operating effects beyond the traditional distribution
system. At the same time, it also brings potential negative impact on the reliability and security of distribution sys-
tems’ operation. Therefore, it is of great significance to study the vulnerability of the CPDS considering cyber-physi-
cal interactions. Considering the islanded operation of power grids, this paper analyzes the influence of network topol-
ogy and coupling mode under different attack strategies on CPDS, and explores the strong robustness of the CPDS
network topology based on the theory of interdependent networks. The simulation results show that: high-between-
ness node attack is the most destructive to CPDS network model, and the CPDS with small-world characteristic cyber
network has the strongest robustness. Different network coupling modes have different vulnerabilities to different at-
tack modes. Compared with random coupling mode, assortative coupling mode has stronger robustness to random at-
tack, but assortative coupling mode has worse robustness to target attack mode.
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Figure 1 CPDS heterogeneous dependency network model
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Figure 2 Heterogeneous dependent network decay process
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cascading fault flowchart
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