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Abstract: Due to its own vulnerabilities and the vulnerability of the communication network, the intelligent distribu-
tion transformer terminal deployed for the station area is vulnerable to network attacks. For solving the security prob-
lems existing in the intelligent distribution transformer terminal, this paper proposes an intelligent distribution trans-
former terminal network security situation awareness method based on RBF-SVM. Firstly, the potential network at-
tack that the terminal may suffer is analyzed, the corresponding security detection indicators areextracted and normal-
ized. Then, a nonlinear support vector machine (SVM) classifier based on the Gaussian (RBF) kernel function is
conducted. The £-fold cross-validation and grid search method is applied for determining the optimal parameters of C
and g for the classifier, and the Security Situation Awareness model of the intelligent distribution transformer termi-
nal is established. Finally, the test index data are substituted into the model for training and testing. The results show
that compared with s random forest and logistic regression methods, the proposed method has a higher accuracy rate, can re-
alize terminal security situation awareness, and canbe used for practical power terminal security protection.
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Table 3 Evaluation indicatorscomparison of

three algorithms

Bk A ceuracy P rccision R ccan F, AUC
SVM 0.839 0. 800 0.857 0. 828 0.916
DT 0.806 0. 750 0.857 0. 800 0.811

LR 0.774 0. 769 0.714 0.741 0.874
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