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Detection of stealing electricity energy based on improved fuzzy C-means clustering
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Abstract;: Power stealing detection can find power stealing users efficiently and then reduce the operation cost of the power
system. In this paper, a detection model of power stealing behavior based on improved fuzzy c-means clustering is proposed,
which is suitable for the situation without many known power stealing user samples. The model includes factor analysis, local
outlier calculation based on improved fuzzy c-means clustering, model evaluation and parameter adjustment with ROC curve,
and the selection of the best detection threshold. Firstly, through factor analysis, the dimension specification of the user's
power consumption characteristics (including power load data and abnormal events of electric energy meter) is carried
out to improve the efficiency of model detection. Then, the FCM clustering algorithm integrated with a genetic simu-
lated annealing algorithm is applied to detect the user’s power consumption characteristics. Finally, compared with
the existing mature algorithm, the result indicates that the model has a high detection accuracy for electricity theft.
The detection model can output the power consumption behavior outlier and all the tested users’ power stealing proba-
bility order. The output of the detection model can detect the power stealing users with high precision. The results
can be employed into the field inspection, and the efficiency of anti-stealing work will be improved.
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users obtained by clustering
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Figure 2 ROC curves under different model parameters

3.3 AEBEFEMRERITEE S
TEHE TR AH A M 57 f AT R Kl 43 B 53 ik v
H AN [R] 1) 2R 28 AR ek B P A F AT SC I B3 A A 22
S WO IS T A SR IS B X 4 e B AT A R v
BEE LA R . b, ok R R PR MR G
SVM 1 Sy 1% SO A R (1 %6 1L 7 325, SR T ROC 43
T T2 R A G T (3 T 26 %o 3 b o HL AT A ARG 0 B 7%
HEAT I XF L, ROC, A6 i 15 {6 #th £& 43 51 4n 1&] 3.4
JIt 7 B A RS I B0 T 2% 2 TR
1.0

0.8
0.6

1%

0415

A
A

i

0.2

0 02 04 06 0.8 1.0
DA /%

B3 FE&MEBERT ROC &

Figure 3 ROC curves under different detection models

.........

15 5% 3 5 B

00 02 04 06 08 10
Al

4 FREARMBEA T 4 n B AL &
Figure 4 Detection threshold curves under

different detection models
F2 FRARELEMNRALER
Table 2 Test results of different clustering algorithms

RS

I T £

Sk % v MY
B BIL 2R A 68.75 12.71  0.762 6 0.337 6
SVM 75. 00 13.29  0.814 2 0.283 2
SAGAFCM 80. 36 8.35 0.9155 0.212 5

56 B 2.3 MR 2 L85 40 Hr il BE AL AR AR
SVM Fl SACAFCM #5585 i 3 RE A v 57 FL AT Sk 1Y
K 34 A G 5 3R . SACAFCM (19 AUCHE # %
P TFBEHLER AR SVM, H SACAFCM 4 H 5
FRAR AR B /N T A 2 b3 kL S I SCHR Y
SACAFCM i I AR HY X6 5 ¥ A7 oA 4G D0 28 SR B4 A T
BEHLARARFN SVM, X J& i T SACAFCM A il 85 74
PRI R AT T LA R 8 AR LR KR
B4 R EOURE A e R T AR g R — Sk T X
TUARTREBE R LRSS 2% 0 B B 25 5 B A
Je 8 S5 A0 1 0] R, TAS T B A A BT AT A A IR

4  HEiE

RCEZMIE T IC T AR Iy ik, AE TR
OGRS AT A PR S R
R Z ) 5C R R 3 B e 42, U 87 AT R .
& A 5 T AR RO 2R S A B3 HL AT O TR A A0 A
SIS NS S s/ i A U S S R R o AN
ROC i et RBP4 598 2 Jd e (B 1 136 A A B

D A8 T I ORI H i 50 A 7 T A
B PRI P R R S A B A TR
B FEL ARG I B L

2) A3 Ml 52 BEFH 7 T R R I 0 4 AL 24
I/ I R R = R B A BT AR



R

170

Ea iz 2021 4F 11 A

3 FIH SAGA X FCM % 28 8k 17 ele i , 38
it SAGA AL F LB ba R I bl 1T i 4R
THET AT A AT o A B L AR E B R K A AR 4K
S AR 1) B S A, LI 38 4 5 e R RS

DB ROC [ 2R 70 152 K R /i B 1R K
RO BE J3E o T Bl 5% A 3 ) 46 Tl o - 2 L AR AUC
fER 0,915 5, 15 B ] FH 22 SCRG M ASE Y 1) i 11 T
LN 2 AN RN E S R Y R S 0 D
W 2 SR i 45 SR T A RS A TR T R 5T
LT AERCR

J& BB BT LR A B I SO TS A S
Ui 27 7 0 AL A5 A6 D ASE Y, O 4F 5 0 A XA A T B3 4

AR DA 15 57 HLAT DR A RS 52 A
S5 3 H
(1] #% B Wi e i B 7 . 26, 5 T VR B2 A0 PR B 0 19 57 L AT

opoallasR e AR ﬁ%ﬁaﬁ,zow,wum :85-92,
YANG Xueliang, TAO Xiaofeng, XIONG Xia, et al. De-
tection method for electricity theft based on deep forest
algorithm[]]. Smart Power,2019,47(10) ;:85-92,

PR sout B 22, S BT B I M o P R
B AR R I LT ], [ A AL R A% 4. 2016, 36(2)
379-387.

ZHUANG Chijie,ZHANG Bin, HU Jun,et al. Anomaly

(2]

detection for power consumption patterns based on un-
supervised learning[ J]. Proceedings of the CSEE, 2016,
36(2):379-387.

R TR DUAL, SRR B S T R R RE A A R
REZRGEMRGHTRLI] BAORERP 5HEH,
2015,43(17) :69-74.

CHENG Chao, ZHANG Hanjing, JING Zhimin, et al.

[3]

Study on the anti-electricity stealing based on outlier al-
gorithm and the electricity information acquisition sys-
tem[J]. Power System Protection and Control,2015,43
(17) :69-74.

R BT B, 55, B T I K-means 501 191 0
AEF R 2 AT ). HL AR, 2014, 38(10) £ 2715-2720.
ZHAO Li, HOU Xingzhe, HU Jun, et al. ImprovedK-

(4]

means algorithm based analysis on massive data of intel-
ligent power utilization[ J]. Power System Technology,
2014,38(10) :2715-2720.

(5] WEM IR, 1722, %, BT BP M4 M 4 1Y IC /.
B B3 LR T 58 [T 0. W s 24 5 8R4k, 2019, 34

[6]

[7]

(8]

[9]

[10]

[11]

(4):143-147,
HUANG Xingzhi. YANG Yichun, YANG Lan, et al.
Study of anti-power theft and line loss reduction for
power distribution network based on BP neural network
[J]. Journal of Electric Power Science and Technology,
2019,34(4) :143-147.
VENI R TT NS | B0 . 7 it B AL AR AR /9 T vl ) e AT
REAT I [T ] A R . 2017,41(6) :1964-1971.
XU Gang, TAN Yuanpeng, DAI Tenghui. Sparse ran-
dom forest based abnormal behavior pattern detection of
electric power user side[ J]. Power System Technology,
2017,41(6) :1964-1971.
WO AR T A BREY L 5. 5L T RBF £ 4 W 45 19 1C /L 1 55
AT AT, Z B K24k CA SRR M0 , 2018, 40
(5):872-878.
CAO Min, ZOU Jingxi, WEI Ling, et al. Detection of
power theft behavior of distribution network based on
RBF neural network[]J]. Journal of Yunnan University
(Natural Sciences Edition) ,2018,40(5) :872-878.
BOW SR 238 W kIR, 45, 3T SA-PSO-AHP ki)
PR G5 B2 2 g PR AN LT, o 7, 2019, 52
(5):29-35.
DUAN Xuchen, PENG Daogang, YAO Jun, et al. As-
sessment on the threat to the information security of
power plant control system based on SA-PSO-AHP
method[ ] ]. Electric Power,2019,52(5) :29-35.
AR ZE N BT S8 — el A v 3l 777 A A B L 181 A
7). By A 34 . 2019,39(10) :201-207+223.
SHI Jiajun, QIN Chuan, JU Ping, et al. Estimation
method of industry composition of substation loads[]].
Electric Power Automation Equipment, 2019, 39 (10):
201-207+223.
TR e R, BT ERE B MNP
ey F AT ALY . F AR ,2019,43(3) :1803-1091.
ZHANG Chengzhi, XIAO Xianyong, ZHENG Zixuan.
Electricity theft detection for customers in power utili-
ty based on real-valued deep belief network[]J]. Power
System Technology.2019,43(3):1803-1091.
By, . BT R EOR I ) R W=
ST E LT B ARG A B K. 2017,41(5) :64-70.
TIAN Li, XIANG Min. Abnormal power consumption
analysis based on density-based spatial clustering of
applications with noise in power systems[]]. Automa-

tion of Electric Power Systems,2017,41(5) :64-70.



