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Influence of cyber components reliability for the feeder system in distribution networks

LIU Fang, CAI Ye, CHEN Yang, LIU Dongqi

(School of Electrical & Information Engineering, Changsha University of Science & Technology., Changsha 410114, China)

Abstract: An integration framework of the distribution network cyber-physical system (CPS) is established in this pa-
per. Firstly, the CPS model of the distribution substation is constructed according to the IEC 61850 standard and the
interaction between the information layer and the physical layer is analyzed. Secondly, different types of physical layer
fault propagation scenarios triggered by information elements are enumerated, classified and defined under the consid-
eration of the abnormal operation conditions such as the delay, malfunction and refusal of cyber elements. By calcu-
lating the probability of different physical layer fault propagation scenarios during the fault clearing process, the cou-
pling effect of distribution network information elements on the physical layer is quantitatively evaluated. A 10 kV
distribution network feeder system in a certain area is taken as an example to carry out the calculation and analysis of
the fault scenario. The failure of cyber elements expand the scope of physical layer failures, among which the commu-
nication link failure of the switch has the most significant influence.

Key words: distribution network feeder system;cyber-physical system;reliability;fault propagation
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Figure 3 Fault propagation range

AR OB AL R0 E LRy 3 2K

D2 AEHE , BE B2 Jo R 5 TAE Bl bk M
F I I3 B 1 76 400 B A6 (8T 3Ca)) s

2) AR AL R L B 5 B TR SC B B B A F B T
P4 F AR IE# TARRE, B0 AL 475 2 AR5, L
A7 5T 1 T AR R R ) A 12 Ry 8 9 L Y
(K 3(b));

DY EAL R BIE B2 09 52 4 AL 3a {7 B B% & A
AL T P DO 3 TR R S0 0 90 >R 2 1l e A5 8 I 1k M
I A% 388 W0 B ST A AR T T, 5 B0 2 i i B
MRGE A 3(e)) .
2.2 FEENHEEEZMNEN

H 5 B A% 1 28 A AT L A5 R 2 oo 1 TARAR S
S MR i BV IR o AR YRR AL R O Ll X T
EEY I ITl 8 5 HARSCER 1Y (5 B oo i AR
AR, BV AT 15 3] ) 2 2 AN [6] 50 I A2 175 3 55 i) AR
R, DL IR AR B2 T x5 4 22 5 B 5 1

A5 B2 0 AR AT S M @ By RSB,
BB E R 0 F1 1, Horb 0 Ron (5 B R Tl T B %
TARRE 1 R F BB A TR E W TAERS
(Hle B 38 15 e B B 2E LA S iR s VR4S . (F R 2Tk T
PR B AR 4 PR, Hd A FOoRBAME BT
PRI R, 0 TR BAME BTl B %

A -
i [
TAE {5 I 15}

“ P 7€ %

B4 F8ELHKRSE
Figure 4 States of cyber layer component
AR E 4 7T {5 B2 M ook Ew B IEH T
YE IR 2853 301 oy

IU
Y 1
pA# (D
, A

= (2
V= )

IS E LT R R A5 B R B0 15 R
A AR L R A L {5 B B b 5 B S R i
{6, GOOSE % #fs 4085 9 2 5% Wik v e X A & 3
VB & S n ALY T 5 A8 SR A, D) 52 46 ML 3
RS B IE R AR IE 3 AR B AR 2 1

/,l
=" - 3
P (3



76 W B %

5

i VN 2 Eite 2022 4£ 3 A

p=1—p (4

AR SR FH e R 3 o 0 PT SRR B AR A 5 BT
ANPE = K77 g T A

D i AR B2 7o AT S8 P80 L AR =0 (1) ~ (4)
THEAF B2 T TARIR SR

2) fish Wy P 00 0

DG 5 Y B R I A OC B AE
Jolt

4) F AR B2 TC 1 TARR A1 2 P2 30 5 A 4
FARY IR AL B 3 5

5) TH MR 37 5% T A OCAR B T AR S A AR
FA  RAE A& W 5 LR

EP

[R5 B TR AR

Bz

[ kb

| BAMXEBELM

|0 52 P K, 2 W e A A S 3 |

[ irRERESREE

4R

5 Hxaa
Figure 5 Algorithm flowchart

3 FBl

ARSCUAHEHL X 10 KV BC AL 458 2k 2 e A O 52
BrB A9, Bk Al 23 BT A5 L2 TC A AT AR 0 ) B
BRI R . B2 RGEATH A 6 Fos .

L1 L2 L3

TRk B ek B2 TR B3
1D SCOMUI SN | s
‘ ﬁ ‘ IEDZ‘{} @ IEDS. ﬁ @ MU3 ‘ ﬁ

AR ALIE 15 HE I

Al

—_— ]
SDH it {4
< | ==

Ble myRmMi&is

Figure 6 Feeder system of distribution network

e {0 (5

< HIE =

B2 TCIF AT SEPE BRI 38 1 o s AR R 1
T A5 B Z oo F ] SR R . B 9 = 0. 300, i s
(D~ WIHFRRSAELE O IER AR RS TE
RN 2 Fros . B IS AR A2 LI {5 BE
9 IE B TARBER AL A SR o0 IK.

=1

Table 1 Cyber layer component reliability data

15 B B AR T M A

S ¥y R S H {4
S I AJ 5{5!?[7 Aan F ',M' g /b
b B[] /2 fif 8] /b
CRIR 150 0.006 67 6.999 98 1 251.432
ki 120 0.008 33 6.999 98 1 251.432
P . 3: . 51. 47
LR
50 0. 020 00 6.999 98 1 251.432
IED
ZRIE 100 0.010 00 6.999 98 1 251.432
{5 B i ’ o ’
F2 BAMEEEAMER EER RS

Table 2 Probability of normal and abnormal operation

of a single cyber layer element

Tk 2 p
HIFRIT 0.999 994 671 0.000 005 329
W e 24 / 43 BT % 0.999 993 344 0. 000 006 656
Lk P IED 0.999 984 018 0.000 015 982
2 AL IE 15 B 0.996 992 033 0.003 007 967
3.1 REE1MEERELSHT

S 6 g B 1 A BRI JT R BT R
LLEIF8I0 1. R BRI TED J2 28 #e #1038 15 5% 5 .
TEREBL 1 I BR AT R b AR 7 3 R 3 5t

D ARG BT 4 F 1B TARRAE s (5
AT A C H 0, BC R T 20 B E R B L
F ki L kR R AR a4 4 BOF G 1 s AR U
TR B 1, (45 5 e ol PR 7 15 R B 15

2) S AL A5 B I Ak T AR IE W TAERAS, Bk
15 BN A8 A% 326 L 15 28 2R 4 vh T A5 BT Ik 2 5 o Bt
TR IE 7 ah 1k, L R B AT R 5

DB 1 AT 1 MRS IED
M) —A s H 2o TR IEH TARRE, o BOITF
K1 RBEIE® S HABAE BTl Ew TAE, 43 B
TEG 2 Wi IT . il b bl B R IR 2 B 1.2,

A3 TSN TR B 4 5 45 A B2 ST e i T
VERSHHER 5 5B A B B 1 SR = i
LR 3 PR,



5537 B 2 W

KI5 P 4 o 6 54 38 5 0 77

R3 HEBEIUELFHE

Table 3 Fault scenario probability of feeder segment 1

Y5t I Rl R
1 IREEBL 1 0.996 964 151
2 BARG 0.003 007 967
3 TRERBL 1.2 0.000 027 882

3.2 MER2ZHMESHRELSN

5 1& 6 Wk B 2 AHOCHR R TR 4 BT OC 1R
2GR HIT 2 R 3 R IR B TED o 38 4 L3 15 5
B TEWZ Be 2 BCRETE BR G R L AR AE 4 D HRE

DAIRAE BICIFIE® TAE. b Bt 2 Komt g4
B 26 1.2 DI, I 9l KR A 0 2 B 2

2) S HMLIE A5 #E B AL TR IEH TARRE B (5
SRRE B ik A5 3k i 2k R e b T A T Ik 5 0 B
TR ANBE I S B A 1 BB R 58

D FBIT R 1 8 2 5 HX R & I RoT ) —
AT B, B B B E O 1 8k 2 ANhe YD
W45 2R BE 2, D0 e A2 40 2 0 T 9 2 B s n B O G 2
X R A IF BT 1 — AN TR A TR IE R AR AR
BEIE TR EH TAERE R AL BB 3,
FEARTTOF A TE R A 0 3 A 0 4R B 2.3

DY5e 3 MBAE 2 A4 BoF LRI A F BT
b EH R B Y TED B, 2 BEJT 6 1.2
ANBEIE T ZAE  FAb TC A 35 1E B A, HCRs i 1 ok 5t
LB 1.2.3,

Pailha e NS N 4 2775 g N E U =N = VA
PR TARR S BER S AR B B 2 ks
Y s ME%, & 4 FiR .,

TRk RGP R RSB B R i 5 D
a3 M JEUBE R W) AT AR 4l AH S AR B T R A A MR

T4 BMEB2UBHTHE

Table 4 Fault scenario probability of feeder segment 2

Y5 e B 3 I R AR
1 B 2 0.996 941 202
2 ARG 0.003 007 967
TREEBL 1.2 0.000 013 143
’ BB 2.3 0.000 013 143
4 TR B 1.2.3 0.000 024 545

B L 0T o7 R 3 SR AR, — RS LR L (F B2 T
TR = ey Y S Y B u = s N 1
L B4 2K A ABE 23 I 2 0I5 0 T P 2 B e 17 2 1 34
WU/ o ANAE 2R B 2 A e e i I ok e e e
BRI 70 R 2R BE 2 MOAE R 0. 996 941 202, {5 4% =
— NS T AT BEA R 0,000 013 143, 22
L T N R o S e R TR C N RSN
£k — HUHE  B3COR BT 2 e L 38 15 B % 00 AR IE
TAERE N T X — W S AR

4 HEiE

AR T H 0 S B R R SRR AL, )
e 145 )2 0 T e Xl T o 2 2R I R ot
FE AR B T5 RZ o0 AR IR S 09 8 45 B A
[l R e B AL 1 2 S p R AL TR B R
X5 B RS GAE T, LD 10 KV ORC HL 2k R S8l
LN HEAT AR B EE T .

D AIE BT A5 BT iF il g P, 51k
T B Y R REAE B0/ L BB R A O R 2 Bl R
40 YU BT PNy B P i Y 2 T DR 5

DTEAR BIRTTAF b, Z2 e L 15 B I 7 TE L 00
1 TR S8 P A O A €0, ) R R R 2R

ES W AR SSRTE 8

S 3

[1] XIN S J.GUO Q L,SUN H B, et al. Cyber-physical
modeling and cyber-contingency assessment of hierar-
chical control systems[]J]. IEEE Transactions on Smart
Grid,2017.,6(5) :2375-2385.

(2] B kb, vy, 5. F s I 0 42 A J2 T80 446 O i 1)
BES T[T, L 5 TE I BEIR . 2021.37(4) : 60-66.
YANG Jian,DU Liang, YU Qian,et al. Modelling and a-
nalysis of access layer network traafic of power internet
of things[J]. Power System and Clean Energy,2021,37
(4):60-66.

(3] Tt I, 2 B0l L 5. fl 0 % e A s 3 14 19 KU
AR S B 7S ). T ), 2020,53(1) :32-39+65.
DING Maosheng, SUN Weijia, CAI Xingpu, et al. Risk
assessment and prevention of extreme events in power

systems[ ] ]. Electric Power,2020,53(1) :32-39+65.



78 GRS R - S - R - S NI SR 2022 4F 3 1

[4] SRIVASTAVA A.MORRIS T, ERNSTER T, et al. risk assessment of distribution network considering
Modeling cyber-physical vulnerability of the smart grid communication failure of multi-agent power supply re-
with incomplete information[ J]. IEEE Transactions on covery system[]]. Automation of Electric Power Sys-
Smart Grid,2013,4(1) :235-244. tem,2016,40(17) :51-58.

(5] B, & 2ok P 00 v 1904 B 4 B 5 AR 0 XU IS o it [11] HOPKINSON K, WANG X, GIOVANINI R, et al.
PRI, B 54 5%, 2020,57(2) . 62-68. EPOCHS: a platform for agent-based electric power
CHEN Decheng. Quantitative risk assessment for cyber and communication simulation built from commercial
physical power system based on attack graph[]J]. Elec- off-the-shelf components[J]. IEEE Transactions on
trical Measurement & Instrumentation,2020,57(2) :62- Power Systems,2006,21(2) :548-558.

68. (12] B, R85 A0, . 5 B R0 B Y s ml

[6] HUANG Z,WANG C,STOJMENOVIC M, et al. Char- AR ARG AR AR R A WA LT ] LT
acterization of cascading failures in interdependent cy- % .2016,36(6) :1500-1508.
ber-physical systems[]J]. IEEE Transactions on Com- HAN Yuqi, GUO Jia. GUO Chuangxin, et al. Security
puters,2015,64(8) :2158-2168. risk assessment of intelligent substation in power sys-

[7] FERE, TREME, sk R, 5. 36 T SO I O3 vk 19 & ml tem based on information physical fusion considering
EZHRERE MR R ] B RERP S ES. software failure[]J]. Proceedings of the CSEE, 2016, 36
2020,48(7) :99-107. (6):1500-1508.

TANG Junxi, WANG Ziyao, ZHANG Junxiao, et al. [13] Fharsm, 2= M5, XS & . 5. F B E PN EIKKET
High reliability multi-power distribution network plan- R B MG M o T AR R[] ). S IR H A . 2022,58(1) .
ning model based on memetic ant colony algorithm[]]. 155-161+169.

Power System Protection and Control,2020,48(7):99- SUN Ligiang, LI Peng. LIU Xuanting. et al. Analysis
107. model of transmission line under ice coating disaster

[8] SRIDHAR S, HAHN A, GOVINDARASU M. Cyber- considering cascading fault[ ]J]. High Voltage Appara-
physical system security for the electric power grid[]]. tus,2022,58(1) :155-161+169.

Proceedings of the IEEE.2012,100(1) :210-224. [14] WA, BRI, 5k, 4. 5F TEC 61850 MIF e 4k A

(9] 5. w5 ar, SR AUR . 5. 2% 08 Wo ol 5 45 %1 2 g i v 159 G H AP LT]. B 5 EOR 4R, 2017, 32
Y R G R PR AL LT W HL DR R R (4):108-114.
2016,36(8):2123-2130. HU Xun. PENG Daogang, ZHANG Hao, et al. Re-
GUO Jia, HAN Yuqi»GUO Chuangxin, et al. Reliability search on intelligent feeder automation communication
evaluation of power grid information physical system technology based on IEC 61850[]]. Journal of Power
considering monitoring and control function[]J]. Pro- Science and Technology,2017,32(4):108-114.
ceedings of the CSEE,2016,36(8):2123-2130. (150 2 . W 0047 . 45 e H IR BB 2 o 5 L 2 4 XU 73

[10] EMM.BA K ETCE FRSMAMEAARKE RS

WA R L R CPS KU A LT . B R G A 3h
1k,2016,40(17) :51-58.
WANG Zibo, MU Yunfei» WANG Yufei, et al. CPS

HrlI]. 48 & J7,2020,48(9) :118-122.
LI Tong, WANG Gang, LIU Yang, et al. Information
security risk analysis of intelligent terminal in distribu-

tion network[ ] ]. Smart Power,2020,48(9):118-122.



