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Multi-class electricity theft detection based on the CNN-LSTM hybrid model
LIJinjin, CHEN Jueyu, HUANG Keying
(Measurement Center of Guangxi Power Grid Co., Ltd., Nanning 530023, China)

Abstract: This paper addresses the difficulty of the accurately detecting electricity theft in complex grid environment and
proposes a multi-category electricity theft detection method based on CNN-LSTM hybrid model. Firstly, the excellent
feature abstraction ability of convolutional neural networks (CNN) is utilized to extract the non-periodic local features of
one-dimensional electricity consumption data. Then, the long short-term memory (LSTM) is adopted to capture the
correlation between daily power consumption data and extract periodic power consumption features to establish feature
fusion layer network. After that, the feature vectors extracted by CNN and LSTM are horizontally splicing to obtain a new
fusion vector. Based on this, the accurate detection of multiple types of electric theft behavior are realized. Experimental
results show that the proposed method can accurately identify multiple types of electric theft behavior, and the detection
results are more comprehensive and accurate than the existing detection methods.
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Table 1 Formula for constructing electric stealing samples
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Figure 1 Example of the different types of electricity theft



228 L

# R ¥ 202341 A

1.2 EMHrIERR

TE 22 53 H AT 55 v, A TR V8 0 B o L 48 43 25 45
S5 SCBR DU ASE , DA T R Ml 2 7R 45 28 1 1) 43 280k
B, 20 RRE R IE 2 iR o

|
]
Truative
]
|

False Negative TP FN
b i QE

Predicted Label

TN

False Positive

True Label

B2 $oXRAsEs
Figure 2 Multicategory confusion matrix
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Figure 3 Architecture of the CNN model
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Figure 6 CNN-LSTM algorithm flow chart
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Figure 7 The confusion matrix of each type of electric

theft detection
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Figure 8 The ROC curve of each type of electric
theft detection
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Table 5 Comparison of accuracy of different algorithms

for multiple categories of users

3 HL ENGE:R7 237 DR
KA LR  GBDT CNN LSTM CNN-LSTM
EH#AM 0598 0736 0811  0.756 0.851
1 0.289  0.596  0.700  0.302 0.747
2 0.291 0713 0927 0653 0.949
3 0.496  0.582  0.951  0.891 0.947
4 1.000  1.000  1.000  1.000 1.000
5 0.700  0.718  0.787  0.744 0.702
6 0.767  0.751  0.744  0.762 0.829
7 0.960  0.951  0.964  0.987 0.987
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Figure 9 Comparison of detection results of different algorithms under different types of electric theft
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