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A multi-protocol communication mapping method for intelligent substation
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Abstract: At present, the communication of most substations is based on the IEC 61850 standard, but its performance is
lagging behind modern communication technology, which hinders the comprehensive transition of the substation to
intelligent lightweight communications. To this end, a communication mapping method is proposed, which combines the
confident binary object representation (CBOR) format and maps the IEC 61850 standard to the constrained application
protocol (CoAP). Firstly, a COAP mapping URI and request method of commonly used IEC 61850 services are given.
Secondly, the COAP subscription mode is expanded to resolve the IEC 61850 to COAP mapping requirements. Finally,
the communication mapping model is set to verify the effectiveness of the proposed method. Compared to existing
WS-SOAP and HTTP mapping schemes, COAP+CBOR requires only 44% and 18% of information size, 71% and 85%
communication time, which alleviates the problem of limited equipment and network resources in the power grid.
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Figure 1 Basic information model of IEC 61850 standard
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Table 1 Mapping of basic services to CoAP

KA S5 C3 i URI Ir ik
GetServerDirectory coap://{host| /LDs GET
server
GetServerDirectory coap://{host!/Files GET
logical device  GetlLogicalDeviceDirectory coap://thost!/LDs/{LD} GET
GetlLogicalNodeDirectory coap://thost} /LDs/{LD}/{LN}/{ACSIClass! GET
logical node GetAllDataValues coap://{host} /LDs/{LD}/{LN|/AllValues[ 7 FC={fc}] GET
GetDataValues coap://{host} /LDs/{LD}/{LN}/Datas/ | Data} GET
SetDataValues coap://{host} /L.Ds/{LD}/{1LN}/Datas/ { Data} PUT
data GetDataDirectory coap://{hostt/LDs/{LD!/{LN}/Datas/ { Data} /Directory GET
GetDataDefinition coap://{host /LDs/{LD}/{LN}|/Datas/ { Data}| /Definition GET
GetDataSetValues coap://thostt /LDs/{LD}/{LN}/Datasets/ { Dataset! GET
SetDataSetValues coap://{host!/LDs/{LD}{/{LN}/Datasets/ | Dataset} PUT
dataset CreateDataSet coap://thostt/LDs/{LD{/{LN}/Datasets POST
DeleteDataSet coap://thostt /LDs/{LD}/{LN{/Datasets/ { Dataset! DELETE
GetDataSetDirectory coap://{host{ /LDs/{LD}/{LN}/Datasets/ { Dataset|/Directory PUT
R2 IRAEMS CoAP we st
Table 2 Mapping of reporting services to CoAP
e e 55 PR URI 7 ik
Report coap://{hostt/LDs/{LD{/{LN}/BRCBs/{BRCB{/Reports notification
. GetBRCBValues coap://thostt /LDs/{LD}/{LN{/BRCBs/{BRCB} GET
PRED SetBRCBValues coap://thostt /LDs/{LD}/{LN{/BRCBs/{BRCB/ PUT
if enable coap://{host}/LDs/{LD{/{LN}/BRCBs/{BRCB!/Reports GET+Obs.
Report coap://{hostt/LDs/{LD{/{LN}/URCBs/{URCB}/Report notification
URCB GetURCBValues coap://thost! /LDs/{LD}/{LN{/URCBs/{URCB/ GET
SetURCBValues coap://thost!/LDs/{LD}/{LN{/URCBs/{URCB/ PUT
if enable coap://{host} /LDs/{LD}/{LN}/URCBs/{URCB//Report GET+Obs.
®3 B ERS CoAP me
Table 3 Mapping of logging services to CoAP
H & 55 PR L URI Tk
GetL.CBValues coap://{host} /LDs/{LD}/{LN|/LCBs/{LCB} GET
LCB SetL.CBValues coap://{host| /LDs/{LD}/{LN|/LCBs/|LCB} PUT
QueryLogByTime  coap://{host!/LDs/{LD}/LLNO/LOG[? tstart={tstart} ][ & ][? tstop={tstop}] GET
log QueryLogAfter  coap://{host{ /LDs/{LD}/LLNO/LOGL? tstart={tstart} J[&][? entry={entryid} ] GET

GetLogStatusValues

coap://thost!/LDs/{LD}/LLNO/LOG/Status GET
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Table 4 Mapping of setting services to CoAP

B 55 pR L URI 5 i
SelectActiveSG coap://thost} /L.Ds/{LD}/LLNO/SGCB? action=active PUT
SelectEditSG coap://thostt/LDs/{LD{/LLN0O/SGCB? action=-edit PUT
SetSGValues coap://thostt /LDs/{LD}/LLNO/SGCB PUT
ConfirmEditSGValues coap://{host!/LDs/{LD{/LLNO/SGCB? action=rconfirm PUT
GetSGValues coap://thost} /LDs/{LD}/LLNO/SGCB? buffer=/active/edit] PUT
GetSGCBValues coap://{host!/LDs/{LD{/LLNO/SGCB/Status GET
K5 FHMS CoAP we s
Table 5 Mapping of event services to CoAP
FAF e 55 PR URI I7 ¥
SendGOOSEMessage coap://{host} /LDs/{LD}/LLNO/GoCB/{event} notification
GetGoReference coap://thost{ /LDs/{LD}/LLN0/GoCB? offset= {n} GET
GetGOOSEElementNumber — coap://{host| /LDs/{LD}|/LLN0O/GoCB? ref= {ref} GET
GOCHB GetGoCBValues coap://host! /LDs/{LD}|/LLN0/GoCB GET
SetGoCBValues coap://thost{ /LDs/{LD}/LLN0/GoCB PUT
if enable coap://{host} /LDs/{LD}/LLNO/GoCB/{event} GET+Obs.
SendGSSEMessage coap://{hostt/LDs/{LD{/LLN0/GsCB/{event} notification
GetGsReference coap://{host}/LDs/{LD}/LLN0O/GsCB? offset= {n} GET
. GetGSSEDataOffset coap://{host!/LDs/{LD{/LLN0/GsCB? label= {label} GET
oseb GetGsCBValues coap://thostt /LDs/{LD}/LLN0/GsCB GET
SetGsCBValues coap://thostt /LDs/{LD}/LLN0/GsCB PUT
if enable coap://{host!/LDs/{LD}/LLN0/GsCB/{event} GET+Obs.
Fz6 RAALEMIRS CoAP B4t
Table 6 Mapping of sample value transmission services to CoAP
SR M A A% i IR 55 ki URI Ik
SendUSV Message coap://thost{ /LDs/{LD}/LLN0/USVCBs/{USVCB} notification
GetUSVCBValues coap://thost/LDs/{LD{/LLNO/USVCBs/{USVCB} GET
unicast SetUSVCBValues coap://{host} /L.Ds/{LD}/LLN0O/USVCBs/{USVCRB} PUT
if enable coap://thostt/LDs/{LD}/LLNO/USVCBs/{USVCB} GET+Obs.
SendMSVMessage coap://thostt /LDs/{LD}/LLNO/MSVCBs/{MSVCB/| notification
. GetMSVCBValues  coap://{host}/LDs/{LD{/LLN0/MSVCBs/{MSVCB! GET
multicast SetMSVCBValue coap://{host| /L.Ds/{LD}|/LLNO/MSVCBs/{MSVCB} PUT
if enable coap://thost!/LDs/{LD}/LLNO/MSVCBs/{MSVCB/ GET+Obs.
F=T WA R S CoAP B4t
Table 7 Mapping of additional services to CoAP
A T i 55 PR URI Jr ik
Associate coap://{host!/Associations POST
access control Abort coap://{host}/Associations/ { Assld | ? action=abort DELETE
Release coap://{host}/Associations/ { Assld | ? action=release DELETE
GetFile coap://thost!/Files/{Filef GET
fle transor SetFile coap://thost!/Files/{Filef POST
DeleteFile coap://{host!/Files/ {File} DELETE
GetFileAttributeValues coap://{host!/Files/{File} /Status GET
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24 No-payload | empty | 0 (none)
43 1 x i x | — i x :Observe-uri: string : 0-255 | (none)

2 Pty CoAP#7ik 3
Figure 2 The proposed new options for COAP
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Figure 3 The proposed new response codes for CoAP
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Table 8 Update and subscribe to reports using the current CoAP

specification and new enhanced subscription mechanism

B C URI 5 ik
SetBRCBValues coap://thostt/LDs/{LDst/{LN}/{BRCBs!/BRCB PUT
] Subscribe coap://thost! /LDs/{LDs}/{LN{/{BRCBs|/BRCB/Reports GET+Obs
HHTCOAPq URCBValues coap://{host} /LDs/{LDs! /{LN}/|URCBs}/URCB PUT
Subscribe coap://{host! /LDs/{LDs}/{LN}/{URCBs|/URCB/Report GET+Obs

SetBRCBValues
Ha SR T )
SetURCBValues

coap://{host!/LDs/{LDs!/{LN}/{BRCBs}/
BRCB observe-uri: Reports

coap://{host} /L.Ds/{LDs}/{LN|/{URCBs}/
URCB observe-uri: Report

PUT +obs+no-payload+

observe-uri

PUT 4 obs+no-payload +

observe-uri

Reporting-\ (Reporting-
server-http/ \server-soapy

CoAP lZ 55 %5 HTTP %5 #% SOAP R %5 %

lib- [libe-| mwm—Foﬂ-

coap|bor httpd |cpPp
lib-model-specific
lib-model-kernel |

lib-service-
server-http

lib-service-
server-coap

lib-service-
server-soap

gsoap++

IEC 61850
I 55 4%

9 IEC 61850 T B £ Rt R Fl & K L& H)
Figure 9 Different hierarchical structures generated

by IEC 61850 tool

4 TJ7 AL

A SCOREVEAlT BT 42 5 5 vk Y PR L R L
T WS-SOAPHIHT TP RGEHEAT LA . Be$E 24
L 348 b QO e 7 B (R], BP&P i DA K 3 3 SR 3 4
WS A A 3 SR B SR A I N 1 S AR IR © Rk
BOHs T 09 T B X AR BT 4 BT A
2 BRI PR h D

iz 55 #5% 4 F ¥ & Al Raspberry PI.
FEAR 2 H T Tl P 5 A D AL AL R S 5 A
B, H AW E 7Y e 3 S Tk B % i s
17 7€ Windows10 PC I, #E £ 19 HTTP & J* bifi /&

Raspberry PI

Postman 6.0.1, % SoapUI 5.4.011 f§ F WS-SOAP,
Jf 1€ Copper 1.0.112 3£ &t I ¥4 Firefox 46.0 A F
CoAP. % J ity il i Wi-Fii% 4 8 R 55 %, & 7 vty
PC iz 17 Wireshark 3 43 A7 % £ i 2 IF I 5 38 15 T 65
W) 97 F5F 1

4.1 W Rz B i)

S A DR R R N G P i R G A e
I, 31 A 3 500 A4~ 18 2K 38 15 1 Hn‘lﬁﬂmjtﬁﬂl
MBI R 9 TR 5 AR JE WS 2 P BT A S 2§ A
I 55 #4545 A BEAT (0 4t 45 O3 R 3T B

1 VEAS T, ma B TR 7 5068 L 2
JIN 33X PR Ay e R T e A ORI A S (A
CoAP Wi I Bf [] o 37 F Je A% , K 43 4 5~8 ms;
CoAP Ay w1 i 18] J& HTTP #9 71% Al WS-SOAP
f49 856 o A [ e 555 ity mieg iz i i) v 57 % 22 L fn &1 10
FER AR T 100% W {E R 7R 5 CoAP AH L H A% ¥y
JEA% . CoAP 4l 9 FH A 2L #E (100%) , HT TP Al
WS-SOAP 54 7 5 B AR G

J‘:EF' Ceonr A CoAP M Ji B (1] EF]LL%& lemmlj‘:’/\'f@‘
P 0 S A N ST S v ¢



176 : 0 A = + A £ Eitd 202343 H
R9 v Bt R HIE 200
Table 9 The data of response time ms Leok i\l,{\,]ggOAP
- W 1 B W 7 o 3 5 CoAr
©
%7 CoAP HTTP SOAP  CoAP HTTP SOAP o
1 218 323 12.7 5.7 5.4 5.1 ﬁ
2 20.8  69.7 38.2 5.8 7.6 5.8
3 37.3 317 2124 5.9 7.7 8.0
4 36.6  76.8 20.7 6.6 8.2 6.9
| 23456 7101112131516192024252728293 132333435
5 11.9  226.6 65.4 6.2 5.8 9.1
W3 2
6 29.9 361  103.2 6.1 7.1 3.8
B 10 & mablE Pz b
7 62.6  82.0 97.7 6.0 5.2 7.0 . ) )
Figure 10 Ratio of median response time
8 5119.1 4849 2974 31279  64.2 75.5
A
9 6495.6 3125  304.1 27227 256.2 73.5 73O AEFR 9 PSR B LA 0 B e 1) o 7R
10 41.6 27.7 25.0 74 7.9 3.8 R E IR 2~3 s, BT E CoAP WP BN,
11 10.0 155.5 42.3 59 100 11.6 e ML TGN CoOAP ML PR 2 faf 7 1 024 %75,
12 18.6  299.5 77.6 6.1 209.6 8.7 HBEA S AT 1024 573, 3t 7 06 Ho 4y B 9f:
13 14.5 93.0 28.3 6.0 10.5 7.7 TKIEJB/J {é u\':':'jili @Tﬁ%/\ﬂi% /\ﬁ%kli
14 3254 102.9 31.6 2325 13.1 13.7
i BT AR R T — D2 A f T ol . 7B X R i
15 92.0  46.7  220.8 5.9 6.3 9.1 i PR
16 16.7  94.6 23.8 6.4 7.4 6.8 SR HTTP A WS SOAP B PEREL T CoAP.
19 37.7 424 25.2 6.2 8.5 3.6 42 EETFHH
20 81.3  677.7 76.4 55 209.3 9.5 A A8 59 — A O T e b i SR T el B AR
2 76 2450 243 62 2005 99 G5 MU T 7 O A TR A R T 5 00 1
M0 1034 m9 54 TT T8 g 1B AR TR bR R A 4
27 19.6  103.1 65.0 9.7 8.3 5.4 NI ; e g . e
SRy 26 R TS 0B S R, B 1) T B
28 67.7 978 23.5 8.0 6.2 5.1
» i s vy ) - - EHMME . B 11 P58 R8s B DIk 55 4% &
. e 9.0 . .0 . —_— /\
30 1018.6 272.9 83.9 682.3  219.3 19.7 3% 20 % 7 i P ks B R LBT IR R (CoAP (HT TP
31 148 265  308.3 60 65 9.2 M SOAP 1y 4 2% 1 % 73 il 4 CBOR ., JSON &
32 76.5  262.8 66.8 6.0  209.9 8.9 XML) B 73 80 I £k A RIS CoAP HH 1t
33 154 2274 32.4 6.1 207.6 3.6 WIEERILER,
34 18.1 157.3 32.8 5.6 8.8 8.4 [/j\ COAP(CBOR) j‘j%‘(ﬁ E(J HTTP(]SON) i
35 134 40.6 17.6 5.8 9.1 7.1 e .
> YRR F R TR A R 12 R . R 12
14 ‘ 28
131 80 5 5 126
12k 60l m B CoAPJIH ZAHTTPIF# [ SOAP JF 4 HTTP |7
L 40 [ CoAP#U#E WHTTPXdE [JSOAPXH: = SOAP |
11 200 | m —CoAP 122
100 120
9 'dﬂl 118
E 116 S
w7 i 1145
R s
3 110 iz
4 18
3 16
2 Wi M :
! PR RSN PR

WA 2

11 CoAP.HTTP #= WS-SOAP #4 9 iR & 7 F= IF 45 FF & 09 5 3 ¢
Figure 11 Bytes required for resource representation and overhead for CoAP, HTTP, and WS-SOAP



#5538 5 2 1)

S,

5 o — iR B HL it Y 2 R 24 A W vk 177

511 4 A R K L B R L HTTP
(JSON) #1 CoAP(CBOR) , A8 WS-SOAP (XML )
TRGZL ik 17 500% . JSON(HTTP) k. CBOR
(CoAP) R 2% ; 5 JSON #H [t , CBOR Xt Jir 47 43 #7 (19
PRBIOCT 375 B2 8920 BT 1 8, 5 XML AH Lk HFR %
19% B9 14
2601
220

180

140

/%

1007

60

: ‘2 é ;1 g ;) ‘7 i; él‘0]‘11‘21‘31‘41‘51‘61‘71‘81‘92‘()2‘22‘32‘42‘52‘73‘03‘1:’;23‘?%)‘43‘5
M~
12 2 CoAP(CBOR)A A& % # HTTP(JSON)
FIFRETHEF T E SN
Figure 12 Percentage of required bytes for the resource
representation of HT TP(JSON) implementation
with CoOAP(CBOR) as baseline

P4 T F , WS-SOAP fiz K, CoAP [ I i 2
SH PR . SRR BRSNS R
BYAL Y, CoAP P Al RE L HT TP K, K 2k
A R AL S B AN B Sk i HT TP B A 3 2 4B
A B3k . L CoAPYE N L R W il &
M EBFTRA LR ME L3R, 5 HTTP+
JSON Ml H , CoOAP+CBOR 4 i i T 44 % 1 5
5,55 WS-SOAP+XML A LI H 18% .

35r
30+ —+—HTTP

—— WS-SOAP
25+ CoAP

20

/(10 %)

1 3 57 911 131517 1922242729313335
2 4 6 8 1012 14 16 18 20 23 25 28 30 32 34

WM G 5

B 13 L CoAP A R4 HTTP A= WS-SOAP % % 4%
&0 BT MO AR R+ )8 E 2
Figure 13 Percentage of total number of required bytes
(payload + protocol overhead) for sending data in HT TP
and WS-SOAP implementation with CoAP as baseline

BB BRCB 5 URCB, I 78 4= i 4 5 i) 3K 75 4
T RO 22 5 R 14 TR, % IR KNS TR
[ 24~ 2 ) o 2 1 A MRS 27 TH 3 2 38 4, L
5 5 R R LT T R, A A AR A R i Y
PSS

30
25 O HE R
. LA
5 20 mIH T
w15 O IH T B Wi
* 10 RN EN
S 7 1
0 gy gy
1 2 3 4
E(IER

Bl 14 #0858 T4
Figure 14 Overhead in the old and new approaches
B SC A i B PF £l IE W] CoAP 1T LI T 5 TEC
61850 1 i@ {7 , 5 @ % & M W & 19 HTTP M
WSSOAP # Lt , iX ffi 4 CoAP H 52 & fb . {H 4
CoAP ] 4 5] LA H J7 A% iy K 3% K 09 A 3L 80T
HTTP Up P REZ L T CoAP,

5 inm

A SO T — RO AF WL U5 v L 455 CBOR A%
2B TEC 61850 Ay v il 5 2] 52 B JH A2 75 B X
(CoAP) ;45 H T % H TEC 61850 Ik 55 1) CoAP B 5t
URI A 3R 7 i, 30 2o 45570 4 8 06 0F T B 5 7 1k 1
AT 5 5 ORI A 2 TOUR e 7 FC RS X CoAP 1T el A
KTV R, WD THEETFREHR; 5SHA W
WS-SOAP M HTTP Wit Jy A Ik, CoAP+CBOR
O3 HUA 2 4406 18 % AR B R/NFI 7196 .85 % 11
A5 I E], CoAP+ CBOR fii 7538 15 T 8 . 5 P11

Sk

[I] NAIR S A, HOURTOULE J, GASCON J C, et al.
IEC-61850-based control system for power distribution at
ITER[J]. IEEE Transactions on Plasma Science,2011,40
(3):596-600.

(2] EfESC A RN A AR R A TR R M R S
1EC 61850 1y —H M [)]. #8 ) R 48 A 346,2013,37
(2):79-85.



178 I < - S 2023 4F3 A
WANG Dewen, YAN Chunyu, BI Jiangang, et al. [11] PETERSEN B,BINDNER H,POULSEN B, et al.Smart grid
Conformance test of IEC 61850 in online monitoring communication comparison: distributed control
system of substation equipment[J]. Power System middleware and serialization comparison for the Internet
Automation,2013,37(2):79-85. of Things[C/IEEE PES Innovative Smart Grid

[3]1 R, EEE RIS T IEC 61850 (W% & Technologies Conference Europe (ISGT-Europe), Torino,

Pl e B 7 BRI B ) R 4 A 8 16,2010,34(12): Ttaly,2017.
72-76. [12] BIY B,JIANG L,WANG X J,et al.Mapping of IEC 61850
SONG Jinhai,XUAN Xiaoqing,ZHU Kaiyang,et al.Scheme to data distribute service for digital substation
design of safety and stability control device based on IEC communication[CJ//IEEE Power & Energy Society
61850[J].Power System Automation,2010,34 (12):72-76. General Meeting,Vancouver,BC,Canada,2013.

(4] IEC TC-57—2003. Communication networks and systems 131 gy pail S M,et al.IEC 61850 Modeling of DSTATCOM and
in substations-Part 9-2: specific communication service XMPP communication for reactive power management in
mapping (SCSM)-sampled values over ISO/TEC 8802-3[S]. microgridslJ]. TEEE  Systems Journal, 2018, 12(4):
ABDUL-FATAH I, MAJUMDA S. Perf : f

5] U s JU R erformance o 12153225,

CORBA-based lient-serve hitectures[J]. 1EEE
pased - client-serverarchitectures[J] [14] IN-JAE S, SONG B K, DOO-SEOP E. International
Transactions on Parallel & Distributed Systems,2002, 13 . . . .
electronical committee (IEC) 61850 mapping with
(2):111-127. ] o ) )
constrained application protocol (CoAP) in smart grids

[6] ERICSSON G N. Cyber security and power system

based european telecommunications standard institute
communication-essential ~ parts of a smart grid

machine-to-machine (M2M) environment[J]. Energies,
infrastructure[J]. IEEE Transactions on Power Delivery,

2017,10(3):393-403.
2010,25(3):1501-1507.

[15] IGLESIAS-URKIA M, CASADO-MANSILLA D, MAYER

[71 ALA AL-FUQAHA, MOHSEN GUIZANI, MEHDI

S, et al. Enhanced publish/subscribe in CoAP: describing
MOHAMMADI. Internet of Things:a survey on enabling
) o advanced subscription mechanisms for the observe
technologies, protocols, and applications[J]. IEEE
o . extension[C]//The 8th International Conference on the
Communications Surveys Tutorials,2015,17(4):2347-2376.
Internet of Things,Santa Barbara,CA,United States,2018.

[8] JANGIRALA S,DAS A K,VASILAKOS A V. Designing nhernet of Things,oaita barbara, LA, Tited Sttes,

1 PETERSEN B, BINDNER H, Y ot al. id
secure  lightweight  blockchain-enabled  rfid-based L16] RS ? RH,YOU S, et al. Smart gric
authentication protocol for supply chains in 5G mobile serialization comparison: comparision of serialization for
edge computing environment[J]. IEEE Transactions on distributed control in the context of the Internet of Things
Industrial Informatics,2019,25(3):1256-1264. [CVIEEE ~ Computing  Conference, London, United

[9] ROSELIN A G,NANDA P,NEPAL S,et al. Exploiting the Kingdom,2017.
remote server access support of CoAP protocol[J]. IEEE [17] IGLESIAS A,IGLESIAS-URKIA M,LOPEZ-DAVALILLO
Internet of Things Journal,2019,6(6):9338-9349. B,et al.Trilateral:software product line based multidomain

[10] QUINCOZES S,EMILIO T,KAZIENKO J.MQTT protocol: IoT artifact generation for industrial CPS[C]//7th

fundamentals, tools and future directions[J]. IEEE Latin

America Transactions,2019,17(9):1439-14438.

International Conference on Model-Driven Engineering

and Software Development,Prague,Czech Republic,2019.



