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Identification of key links in integrated energy system based on power

flow and complex network theory

WANG Siqi, LIANG Zhixian, WANG Zhijie, WANG Hong
(School of Electrical Engineering, Shanghai Dianji University, Shanghai 201306, China)

Abstract: The identification of key links in a comprehensive energy system is of great significance for the research and
improvement of system vulnerability. Aiming at the problem that the traditional reductionism method can not explain the
system level and the influence of energy flow is not considered in the analysis of complex network, a key link identification
method of the IES based on power flow and complex network structure is proposed. Firstly, a comprehensive energy
complex network model is established based on power flow, and the mathematical model parameters and power flow
results of the IES are introduced into the modeling of complex network to make the model more suitable for realistic
operating conditions. Secondly, based on the power flow calculation results and complex network parameters, two
evaluation indicators, i.e. node energy degree and energy edge intermediate, are proposed to improve the identification
accuracy of key links. Finally, based on the established model, the key links are destroyed and the changes in network
efficiency are observed. Compared with other attack modes, the feasibility of the proposed method is verified.
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Figure 1 Electric-gas-cooling-heat integrated energy topology
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Table 1 Node power flow difference after standardization

Wl WM | Wl WIREM | WA WM
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6 0.650 16 0.375 23 0.325
7 0.375 17 0.350 24 0.250
9 0.200 18 0.375 25 0.025
10 0.325 19 0.375 26 0.025
12 0.500 20 0.350 27 0.150
32 0.827 40 0.884 28 0.150
37 0.790 41 1.000 29 0.500
34 1.000 42 0.865 30 0.150
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Table 2 Ranking of node intermediate number

27 0.099 32 0.057 23 0.033
25 0.092 6 0.055 15 0.032
24 0.089 41 0.051 34 0.031
30 0.087 39 0.050 28 0.030
38 0.086 31 0.041 26 0.029
47 0.064 22 0.039 10 0.026
37 0.063 35 0.038 42 0.026
40 0.063 33 0.035 46 0.025
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Table 3 Key node ranking

6 3.050 40 1.909 30 1.525
12 2.775 42 1.865 31 1.500
41 2.750 35 1.790 14 1.400
37 2.617 44 1.750 33 1.376
10 2.525 3 1.725 38 1.375

4 2.375 47 1.711 28 1.300
15 2.100 2 1.650 22 1.225
34 1.990 32 1.617 16 1.225
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Figure 4 Network efficiency diagram of key nodes and

high intermediate nodes
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Table 6 Ranking of energy edge medium
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30, 38 0.090 32.39 0.058 47 .40 0.042
27.30 0.083 39.47 0.052 23.24 0.042
37.32 0.065 22, 24 0.048 38.33 0.041

25.27 0.064 38.31 0.047 33.34 0.038
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