%539 B 4 W) HAORMRZEERAREZER Vol. 39 No.4
2024 47 H JOURNAL OF ELECTRIC POWER SCIENCE AND TECHNOLOGY Jul. 2024

31 AtE e 2R, 2 A5 FD LA Bl & Tk T A S L I (5 S R eV m ML AL C B2 0], i 0 SR 27 41,2024,39(4):20-32.
Citation: LI Huifeng,LI Tiecheng,LI Junqiang,et al.Resilient topology optimization on cyber-physical system of distribution networks under FDIA-
Worm hybrid attacks[J]. Journal of Electric Power Science and Technology,2024,39(4):20-32.

FDIA-BEHESIWNEF THEENEEYIERS
MR IMILEE

ARG, FHE, A, AL, P

(1. B 648 o AT BR S & g, R 0F5E B2 T b 3 287 05002152, 35 1L K2 i S TR A B il b A o i 7 g 5
fE sl s il A 08 =l 28 2 5% 066004)

W EHNZLEREIARMSRE L RNEREMRE, BERGREEREL KR, MEIE T By 2 ems
X T AU FL ) 2R G T ™ E IR TG S ) 4 A 2 R R A AR R % 97 A B R Y 2 T ) R G Héﬁﬁlﬂﬂ:ﬁﬁ
PR W ICEE . Nk, $ H —Fh kR B0 7 A (false data injection attack , FDIA)-Uf #UVR A& 20E T A9 B H 9 (5 B 4 #
% 4t (cyber-physical systems, CPS) #ifip: #1 FM A £k F1 5 480 95 05 e B SR me , FH T id L R A K B0l N Ry stk o 1%
BETSR P b b U 3 2 A E S D R R A R IR R AT O AL - LR S LUK R B AR R R U S B AR £ H
BRI B AL, 25 5 i 23 M s 5 0B Y W 4 Ik AR iR R RS SR T AR S HE IR 3% 4% 82 111 (non-dominated
sorting genetic algorithm II,NSGA-TD#EAT MK Ir kit s T EZ BELZ S5 WHZENZFME Ir E AL TR B ™
CPS LM B 5t 48 br X 0 FM U0 A6 B 8 E AT VPAL o S50 0 — X — SR BB =X 20 1L, 3 S B SR i Y 3FP A & 0 &R
TR PSR DA S B A B IR AL T 58 L TE AR i R 8 TR Ty T R 65 k4 B AR

X I ECR NG B IR S MR ML 2 B AR BRIERLA ; 2 B B UM B AR AR
DOI:10.19781/j.issn.1673-9140.2024.04.003  FRES %S TM863 X EH S :1673-9140(2024)04-0020-13

Resilient topology optimization on cyber-physical system of distribution networks
under FDIA-Worm hybrid attacks
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Electronics for Energy Conservation and Motor Drive of Hebei Province,, Yanshan University, Qinhuangdao 066004, China)

Abstract: Power security is a crucial guarantee for the sustainable development of modern society. With the gradual
development of information technology, the increasing number and strength of cyber attack methods can cause severe
damage to new power systems. Reasonable network topology and effective network defense resources are key to load
recovery after a power system suffers a cyber attack. Therefore, a strategy for resilient topology optimization and
defense resource allocation of the cyber-physical system (CPS) of distribution networks under FDIA-Worm hybrid
attacks is proposed to enhance the resilience of distribution systems against cyber attacks. This model adopts a three-tier
framework of upper, middle, and lower levels to optimize the topology and defense resources: the upper level
establishes a multi-objective Pareto planning model with planning costs and load loss risks as objectives, combines it
with the middle-level network attack propagation model that considers attacks and recovery, and uses the non-
dominated sorting genetic algorithm II (NSGA-II) to solve the planning scheme; the lower level considers various

coupling schemes between the information layer and the physical layer, and evaluates the optimal topology
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configuration based on resilience metrics of the CPS of distribution networks. Compared with traditional one-to-one

series mode schemes, the optimized network topology and defense resource schemes under the three coupling

relationships obtained through model solution can play a significant role in enhancing system resilience.

Key words: resilience; cyber-physical system for distribution networks; network topology optimization; multi-

objective Pareto programming; multi-stage resilience metrics
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Figure 1 CPS architecture of distribution network
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Figure 2 State transitions for information nodes
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Figure 6 Evaluation flow chart of planning scheme
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Figure 9 Topological connection of the optimal scheme

under each scheme
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Figure 11 Total load curve of each scheme under
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Table 5 Objective function of each planning scheme

. TETIL l@ﬁﬁﬂﬁiﬁ A
A/ TE A/ TE AU / kW

1 85 500.0 146 155.4 5598.0

2 136 350.0 178 097.8 3791.3

3 182 100.0 210672.2 6 507.8
st 43 200.0 376 199.0 710 24.9

Ro B FE BN EF AT

Table 6 Physical side elasticity measurement index of

each planning scheme

ES R0 Ry Ryrec
1 0.055 6 0.9714 0.089 6
2 0.042 9 0.973 2 0.017 9
3 0.0315 0.972 6 0.026 9

&5t 0.035 4 0.914 4 0.061 8
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Table 7 Measurement index of elasticity on the

information side of each planning scheme

Wi Reios R Re e
1 0.414 6 0.609 8 0.048 8
2 0.250 0 0.649 6 0.090 9
3 0.2150 0.538 2 0.120 0

gt 0.197 0 0.137 3 0.0319
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Table 8 Comprehensive elasticity measurement index of

each planning scheme
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Table 9 Failure of information nodes in

each planning scheme
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Figure 12 Average degree of network topology

for each scheme
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Figure 14 Change of attack degree of false data injection
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