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Abstract: With the extensive application of information and communication technology in power system, power system
relies more heavily on the stable operation of communication system. When a communication node is attacked and
fails, the propagation of communication node failures across the power-communication network will eventually lead to
a cascading failure of the power information-physical system. Therefore, it is the necessary to to establish practical
interdependent networks model, evaluating the importance of the communication network nodes and protecting the

key nodes. Firstly, a weighted network model considering the reactance of the power line and the used rate of the in-
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formation link is established for the unilaterlal networks in the interdependent networks. Then, the importance of two

unilateral network nodes is evaluated according to the weighted network node importance evaluation method. Finally,

considering the importance of communication nodes, the importance of the inter-network nodes is evaluated based on

the inter-network coupling incidence matrix. An IEEE14 bus system is taken as an example to construct a dependent

network and evaluate the importance of the communication nodes. The results show that the proposed method r is

feasible and can be utilized in practical engineering.

Key words: interdependent network; information communication network; weighted network; inter-network depend-

ence;node importance

Wit 2 i P 0 A DR R B S AR R A R
TEH N R G K& W] 15 ) RE IR E 1217
Toif 2K T rl S B 5 R . BARGETE
RGN R T HOROR B B AR R G0 R AL
T R 1 Ja R 2 oy e E R R A E A
Do 28 T 5 Y B BRI R AP b g DG BT A
Xf PR B L ) &R S8 i AR e W] SR s AT B Y B S8

VAT 00 28 77 5 B 8 B 1 48 A B R0 2% SC B Y
ST RO AT DR 9P O RT3 . H AT, 0 R 2575 45
2R B HE T O3 vk KRBT LA 43y 2 140 a0 3 0 HE
JPO7 5 T AR 0 HE S O vk VR TR 1) £ Y HE P
Ty vk BT R R RS B HE T O v S A £ 1Y
TR OSSO T i B S T
R 4657, Xk 5 A IO 2% 5 B B M AT PP AL B L A
BRI S AR Bt . R R OG5 R
TN D £ 5 a5 AT A R TAS kK A AR 2 51R
A 2R TCA R 28, M) T 1 s AT 40 12 % R Ak 1) T AL R 2%
T AT VRAG L R BT W Y R
AL, i P 2 59 s B2 AR B L T
TR BT R AR . SCRRL7 T3 X Google 22
Al th Y PageRank 87 HEA7 Bl ik, $2 1H 3 T PS-
NodeRank ¥ (1 HL W OCHE T s IR . &
B HCH, 19 DG B Y Y EE AR A, JE L R S
A A 2B, (H LA 2% 2 R HA R R JE R
FN S B AR ) 25, bl v 0 ) 5 4% 8L I3 ot A
R30S R A T L, TR A DM L S B e
— P XoF AR AR PR 4 s B R PR AR B AN O
73 W EAE R B AR R Y A R A R e o R
W EI 2L F 5T, I A T B A AR X 246 4 o 1 5 -
PRIt % AR 190 24 v 18 45 L 38 15 9 o 22 B A O
i 757 B — L ) B R B 5 4 R e )

W 2 5 BB R R I DL T B T S AR K
HEAT B 52 EL A0 AR ) 28 45 1 05 S T8 £ 1 AR R
JE R

IRICE S S H g R e ) 4 B 1) PR DL
5 PO A5 B B ) A e P G AR I 5% v £ 7
0 14 24 3 S TR 0 265 A5 8 5 R i 5 1 A AR o 8% 45
R JE VPG 7 DAL A AR ) 45 v Y TR 1 245 Y
WA E B s f i T ) S DG IR L L
JERHAR PR T 1 5 R A L 515 R IR IR ] A
JEE DAl 8 599 0 B

1 AHAK R 2 455 A1

AR N 45 02 R HL 7 (P 545 8L R (C) 3 it A
WRIIFE B R B S Z W 2811017 g AR A Y Y
SR IE AT M r ) R T AN I A ) JE L ol T T
omIes R LA R L OPIVE S O R LY el 1B Xy
Bt 1 i -5 Ak L B A 280k S SRR 0 285 T 4l
G0 W RS S R A B

G=((,E,L) @)
K VORI 5 E N A 0 4 SR 5
L 2 19 2% 1) 3 12 S B AL AE

X FEAR 19 268 SIS B ST 2 T R AR 4% B, A
AR I 245 v 9 FRL g R 51 S TR0 552 B 45 A AR P S
3 ) 4 R ) I A B B S B R ) 2 R
P51 B8 A5 7 A ) B B B R R 7R S T
A Ge G

LU ST HL T A 5 AR R AR 1Y T AR AR
PR Z B

Ep={Ecr-Erc} (2)
K Epc Ece ¥10 83 MRS T15 B M B # A7
SCERAR K S7 A B0 0 2% S A AR AR M 2% . 5 i



5536 &5 5 W

TS L A5 ARAR I 2% T I A 38 5 P00 5 o T 2 A 131

LB B 22 7 T S AH AR I 45 7 B2 A 7, D
|—w11 W2 wln—|
Wap Waz 0 Wy,

W: . . . . <3)

lw, w., v w, |
K o AR T S G w, R 5
Z ) ) S A

2 A £ T A

FER M 2 Hh, X TEA 45 B2 0 TR T N
PR A A SR ET L G R A o,
(o, €V 5 by AT SARTE B 05 o, WA 5K T
Mo, GHIER b, AT EE S — A 0 ROR
5 ke, AT A SE I 0 T 05 R 5 Rl A A
ARG R B S W SCERES, 17, X 4 Ay ik
AT el A A5 B8 U L I b BT A A S R
JE 1 7 Ak 3 Al e L B

X T TR ) £ L8 5 B 1 4 R ) 4% v 451
MU R E BE ) o R, I B T 2% R AR
BB, WA EEEE R E AT S
() 7y - X5 B AR A i o, T A YT e % =2 (] i AR
S {8y

1
L“”:Hfjﬁggh (4)
K dy B 5N ZREE RSN E
N .

CH1 e AL owaps » P9 25 36 R 09 480 280 R TG AL I 4%

(I BE B

1 n—1
I(G) = = (5)
( ) n e Lwap Z d}.].
i#jEV

SR T JC A0 285 717 i WAL 46 % 5 B 1 A os AT IR
6 AR BB R A A BER N

1
J ) =
(G*'U,) (n_k,)'LWApL(G*"U,) (6)

Fh 17 5 T O TR T 2 TR
7(G)
I(G *v;)

A7 5 O 4 4 1T e 45k
R AT L AE IR G g T i
B (770 95 5% 6t 1 0 T B AT SR A 3201

IML‘(‘U,):li (7)

P AP

SCHRL6 I A A2 2 o 2 5 i B0 28 8 PP A A &
PEAT T BT RE o AU % R 268 71 WAL 1) i P
TCAL I 2 W 286 5 s W4 Dt A T o S ) A5 7 T A
W 265 2% S8 T T AR A R WA 04 5 0 o T AR D
MV BV R R W R AR AU 4 R, 5 R
R S B B SR TEAL P2 02 ke 1) 1 SR AT
HE L

§; = Z ! (8)

jeEN, Wij
A N, HEWSAHEN T AES
A R S ) BT B 2 R
~ 1 1
S = Z ﬁj;l w,]- (9)
2 1 B 05T B A S A 4 T a5 B
REN

1
¢S . LWAPL (G)

1

[‘7(Gw)=n

<9(GW): p

BEEDIE P DI

i igen, wy n(n— 1) 52y

ao

Xof N7 TG A X 28 R TIAS I 246 15 5 v, R E 2 FE Oy
. 9Gw)

IM(‘l("U,)—l 9(Gw*v,) (1D

L BTG AHECT IO AL R 45 L A 9 2% vy et
TR MR R TS Y R B R T ALK
LRV DA R RS L 8 5 8T T R S B A
RS AR A S B 19 2% B A BB

3 R 2815 B8 15 71 DA

FEAR 100 265 2 by L 19 5 5 8 0 e oo AR R
TR FEAR AR P 4 v, 4 i 2 N A B
W 28 R AT O L 2 52 B AR AR 5 — 0 19 4% 119 5%
Wi o DR OHG , Xof ARAR 19 2 v 9 45 8008 A5 19 sl R AT 2
FEPEAR I, AL JE AR B A B S i R
B 5 AR R I R
3.1 BEMBEAMTREEE

SN BRI L ) 4 A R R R AT Y Y
(LR 2SR A0 5% Sl LR T g S e )



132 W B %

5

i VN 2 Eite 2021 4 9 A

P 25 455 70, ORE L g 2k B R BT 51 AR Sl e T R AL
(E2 S M PPAR A L 7 P 46 45 5 1 T8 . A 5
P FiL g P 255 ol T I 45 TR S il AT AE AN R S5 2 A
VA SR R B 2 T TR AT A 25 S S5 AN TR Y o
A B S AN ] R TR O v g o R T AR
A, ek 21 13E i % GEPP 413 B L ke
MR B SR . BB ok R ARG AN TR L 7
O A o s N G R A SIS B R (A |
A H B A BT L R 2 R R ) AT AR
Jis 45 9% T R A R W) R T A B A AR g il A
(O HL T R
Iop (vi) =ITne (v,) X Ip(vi)

L T B v, HEFREEE,
3.2 HEMBEERERTRERE

TE SR Aifp FHAR ) 46 15 5038 15 9 i ) B 2 e, T
LA 53 531 5 HBC TR B 00 o 5% 9 AN A AR R AL 1)
28T A T R VAW T 0 SR A B B 2% Y T, (o)
I Tex Cod o SRS HCHE DT IO FH G O 28 45 310 5 8
T3 A B WA S RS R A
R TR 285 F T 0 AR AR G 2R A 190 S BB AR B

a2

ru’n W2 wlm—l
Wa Wa
Wp,(‘ ('Z,U,']'): (13)
|_wr1 W2 wrulJ

Kb SRR M ZE e 1Y G m A
B BB A G w, H I A5 B EE T A
ZMBERERR, MW Al W) ZRFIEEH
Afsw, =1; /H w,; =0,

T R0 TR P00 ) 5% ) 7 e S R R 2 ] ) O
B PR, SRR R A e 1 T 8 I i v g 1Y)
AT 5 R W S S R R T R OB, 7
AR 190 2 v (5 2 090 5 i, g 190 3 el 8 4 T R A0 R 22
B WE#G G2, ERAERERTEZ N —
X — RS LAY L B S BR F ) {5 S 3R A ) 246
HARTE R — X — A, k(24 148 AR
P 2% v — A5 2 AR 1 T BB 2 X N 2 AN L )
R L)Y SR R B X R A R AF T AL
PRIt Sy 3 7 B T L S R AR I 28 A L 1% 50 5 % S
FR (23 138 fin AR A 32 1 T vk JEL B R A T A

TG SR — BT T R SR B AU

T B SR AR ) 5 AR SRS L AT R RO g )
a T E AR B R o AN R ORE e U Y R AT
BEAL— X — i e . B 26 BT S RO R 5 14
0t 2 B 2 3 A AR Y A X L 0 R T A
H 2, f2 il o0 RE A S 92 95 Bl sl 2, A
117 X8 L g R4 295 1) A 45 ot Al et o 3% SC TR 20 A
F14 2 AR 190 285 T A JEL A {5 Y e B R L LS e A
{r BT AR 1Y O0F R D SR L R ) A
MR ZR YR BT A B A 5 B 1Y 5 il 3 A 38
L5 AT AR RS L AR AR I B B AR Y
FOAE D45 Bl AS W O B W R R . (5 R
AR G E DY A R R 1 T R T R
5T A AR AL L

BT R L T RS R R

Zwv
Fpe=————

55w

T8 CL AR P 25 e g 000 [ 246 775 i o 3
W 22 ) M 2 E 1 L 5 32 SORE L 4 s T 15
LAY A VR R BE AR S RS R B 25 SR T &
P e S bR RICRE R 7 R S B 5 2 A A
IDAEESS RN Y SR RPN UG i3 3 )

Ie(vi)=1Icx(vi)+ Fec* Ipp(v)) (15)
S sl G SR Sigp A B 45 R £ 9 A B 2 ) 2
R R AT Ee Ak 5 —fe AL B, R
q — 4 min

flay=——""—
(1 max (1 min

K ¢ HREH— A ITE 5 G Qo 733 R TFH
—AbITER P S R R R /AME AL f (@O (EAE X
mLo,1] k.,

Hali A BUE 05 B (5 0 R A
(16>, Hp

(14)

(16)

Ie(vi)—Ic(vi)mn

Te(vi)ma = Te (Vi) min

AR I 26 T Y45 B8 A5 19 S AT I — 1k
PR L e /MBS 0, TS EEE R 0 BAREA
G Y L S 0 B, HEAT AR AR, JD

I,=1"1—X)+X (18)

A X {EH 0. 1, K A5 B8 A5 Y A (Y R e g
#[o. 1,1] k.

I'=fc(v))= an



5536 &5 5 W

TS L A5 ARAR I 2% T I A 38 5 P00 5 o T 2 A

133

4 FH1orHr

ZSC VLS — 14 75 A5 A R 4 ST A AR
W2 AL, {5 5 T I 3 D 2 A B Xk T H g TR R
FEAE RS WL SCHR 21 ], A R A5 G 15 8 I 4 4
gErgnE 1 s,

B 1 81 S 3RR X R 750 KV g AR HL
JRAGTT 55 F R X 500 KV OH 748 H il , A Y
FIRX N 220 kV B ARG . L ) H R AR g
BELRIT R 1 iR,

IEEE 14 75 s AR AR 19 265t v, g 190 265 3¢ B A e H,
PUEINZR 2 Fis A5 8 00 S B RME 5% % O R an 3k 3
I, Herp PSR B I I O 3R A B I T A

x1
Table 1

BEFRELEERITH
Voltage level importance scored
by experts
S A B (ke V) 25 40 75 H R R
750 1.

00
0.90

220 0.

it FIVEE B B0 5 LA B M DG 2 WL SCik[21 ],

A7 TEEE 14 719 s ARAR 9 25 15, >R HI 3G s &
T RN X Z R W S5 AR SR B ) )
5 B M B B R a =7.0="5, B HIK R %
*%iﬂfﬁﬁéf‘ﬁd@%bﬂ*ﬂl@%wﬁ@%%fg#ﬁ%%%
T35 A A R N e T R, Horh Y
JE % SRR R, 25 MR AR AR 9 2% o
B W IR SR B L TH B ) T AR TR BT A
WAFRR B . S MR 5 (15) L v i 5 vk 4, % 18 R

75

7 Y R W SRR AR N 25 R Y R
WO EL R L sl SR I 4 £ R A Y

B 22 (0] A 22 S0 R R R AT U — A Ak PR 25 2R
A, KRR R R NI L IERIE S A TE 2.3

OwHRAF A - WKER )RR s .
L e W 8T 43 A T DL i 7% 1
Figure 1 Topology of information network WL PR A 0 L T TR R R L DUR B
with voltage level W AE A48, S WY SR A TR R
%2 IEEE 14 % 5 & 3u/h
Table 2 1EEE 14 bus reactance
B RImAL RBUE/Q || Eim R AR RPUE/Q || B ARmTaR maiE/Q
1 2 0.059 17 7 8 0.176 15 10 11 0.192 07
2 3 0.019 79 7 9 0.110 01 12 13 0.199 88
2 4 0.176 32 9 10 0. 084 50 13 14 0.348 02
1 5 0.223 04 6 11 0.198 90 5 6 0.252 02
2 5 0.173 88 6 12 0.155 81 4 7 0.209 12
3 4 0.171 03 6 13 0.130 27 4 9 0.556 18
4 5 0.042 11 9 14 0.270 38
®3 IEEE 14 ¥ 52 &M% £
Table 3 IEEE 14 bus information network link used rate
T AL AR S TR AR SIS TR R EOEES
1 2 0.625 10 11 0. 800 8 9 0.625
1 4 0.625 10 12 0. 500 14 7 0.600
3 4 0.625 11 6 0. 600 13 14 0. 500
4 5] 0. 500 6 7 0. 500 12 13 0. 500
4 10 0. 600 7 8 0.625




134 H 71 & % 5 # A # Bk 2021 4 9
Fa4 TEERETHEMA
Table 4 Node importance evaluation value
kR RAMEE e RIS R
. v po 1t p MR
T HAE MY w5 g
i 4 4 e Rt e 3573 W IH— 1
1 0.304 43 0.22832 0.095 24 0.682 78 0.704 52 0.620 23
2 0.730 15 0.547 61 0.047 62 0.820 13 0. 846 21 0. 895 61
3 0.473 77 0.355 33 0.047 62 0.855 22 0.872 14 0. 945 99
4 0.764 08 0. 687 67 0.047 62 0.404 11 0.436 85 0. 100 00
5 0.604 78 0.453 59 0.142 86 0.835 12 0.899 92 1. 000 00
6 0.52694 0. 395 20 0.095 24 0.623 53 0.661 16 0.535 96
7 0.420 14 0.378 12 0.047 62 0.503 66 0.521 66 0.264 83
8 0.158 11 0.118 58 0.047 62 0.649 83 0.655 48 0.524 91
9 0.615 31 0.461 48 0.095 24 0.803 33 0. 847 28 0.897 69
10 0.234 85 0.234 85 0.047 62 0.489 13 0.500 31 0.223 34
11 0.278 86 0.209 15 0.142 86 0.638 57 0.668 45 0.550 13
12 0. 289 86 0.217 39 0.047 62 0.642 47 0.652 82 0.519 74
13 0.381 75 0.286 31 0.047 62 0.642 46 0.656 09 0.526 11
14 0.276 39 0.248 75 0.047 62 0.651 30 0.663 15 0.539 81
Lo b2 AR F i {5
— M — 1ol TR (s W —
0.8} ——LAfi L 3 ) — A5 A 2% ‘ : A x i
i L, — S AR 208}
B 0.6f 2
= & 0.6f
ZE0.4) o i
P w04
o \o—o—/\\»—/\/’\v—o—r 2
0 2 4 6 8 10 12 14 o 2z 4 6 8 10 12 14
a) LA R, 7 ekt P T AR [R] A o . . . .
@ - - B3 MRS TREABEY S EEESH
1.0r —— PAI 3 =
0.9 +$%§%£§@*iﬁﬁlﬂ Figure 3 Importance distribution of communication nodes
}:il%(( 0.8 A in dependent networks before/after normalization
i 07 N
< 00 WL 507 7 1 6 K 10 B 13 0 158
05 SR BN S 5 AR W R AR GO ) R
04 : i "
0 2 4 6 8 10 12 14 BERE YR L 3 32 ) T) MRS RS R S e . O — AR T S
R ey s g2
AEAR P 28 T A A7 238 1% 5 sl FZ R A A an &l 3 BT
(b) BRI 47 2368 15 X RURETAR I 45 T {5 S0 300 4 I 0 i T

B2 YEEZELS>A

Figure 2 Node importance distribution

T A MRS B A (] B B R R A S

B A (B, X R A ) 465 T B £ R T i 1 0 i

JEE S MAEOR 5 DU B AR 9 a5 5.9 S i, 5 B A 2

2% T )RR )Y SRR A A R B R T ROAR AE T

5 5 O 8 AR 2 B A Xk AR IR 485 9 A S
B R AOR

Ro HEL3 AAL AR N 4% R HEAT I3 — I AE R
B 1 B 2 A 25 AN K, KRB i 76 0. 4 FI
0.9 ZIa, (HHEFTIH — 105 . FIAK I 2% T 19 {5 B il
fHWEEEE 0.1 M 1 Z AN, BEESIX
SRR BAR W RTEAR N g i R, H kS
fH R A EEER &M SA 2.3.5.9, 1 &
B AR A 4.7.10,

g T, *Hiﬁajﬂx%ﬁéi H, g I sl A L

o E PR ) J?”ﬁﬁ%%ﬁ?z%,imﬁﬁ



o536 45 5 M LIP3

R IR 2651 nASTHRL T3 30 £ 19059 2 B A

135

05 A5 9 2 IS I AU T A
S 1 B F R P R Y A T S ASU(EL A9 5 T
B TG TR FR g 0 285 3 e AR AR i X 3 A Y N R
JEE R R, SEINAT 45 552 B AR T 245 8 4 4 1 45 440 5 1

5 4EiE

TEAAMR I 28 v, LAAE X o g 19 R 83 15 7Y
T B P AL O 22 DB I 45 A L S B O
BEA 5 1 9 L) [0 4% 2 () ek AR A Y S I . 1% 5C
AR 0 45 114 552 B s A 0 4 1 R i 3t S AR AR R 2%
BN I 25 1T H g 0 4 £ HL R R I B R 2% 1 £
BRI SR P ) 2B LR o v D A AR R
P g L SR AE O (R B O BUE . 7EREAT (R Bl (R

R VAL I A UE T AN E B R 4
FJ%@XTWQE%FE’J%DH,E%‘%Ti@ﬁwwm

A5 B S EL A A FL TR A5 G A AR A R g I 245 74 i T
Ef%ﬂrﬁlﬂﬁ%*ﬁﬁlﬂ]%?ﬁ T B R AL O
I HUIN A 4 T AT — 8 B SE BRI AN EL

B3k
(1] BEAE ., . X0 %A, S5 MR ) 2% 3100 B A i 00 1%
— I H R G A A e s o A b i S 2R [T . i IR

BLHL T 244 ,2016,36(17) :4521-4532.
JI Xingpei. WANG Bo. LIU Dichen,et al. Review on in-
terdependent networks theory and its applications in the
structural vulnerability analysis of electrical cyber-
physical system[]]. Proceedings of the CSEE,2016, 36
(17):4521-4532.

(2] SRR FHR.INZRK, 5. BN RGEFE LY HE &

L5 255 2 AP K ) SR A LT ], h E A AL
TE224R ,2016, 36(6):1481-1489.
GUO Qinglai, XIN Shujun, SUN Hongbin, et al. Power
system cyber-physical modelling and security assess-
ment: motivation and ideas [ ] ]. Proceedings of the
CSEE,2016,36(6):1481-1489.

(3] BTHM . S KB, AR, 45 JE T Ab 2 > 9 HL ) Jl AR M)
R 52 77 1 (). v HL 7. 2020, 53(6) : 34-40.

JIA Huibin, GAI Yonghe, LI Baogang, et al. Power com-
munication network recovery from large-scale failures

based on reinforcement learning [ J]. Electric Power,

2020,53(6) :34-40.

[4]

[6]

7]

L8]

[9]

TR HE , S 482 X 7% Bl B 4 W 4% v 47 o5 B ST A A Y
S k)] RYE T RIS SR, 2006 (11): 79-
83-+102.
TAN Yuejin, WU Jun, DENG Zhonghong. Evaluation
method for node importance based on node contraction
in complex networks[ ] ]. Systems Engineering. Theory
&. Practice,2006(11) :79-83+102.
RV BRI B L S SO RIS 2% ) 45 R
EREEAR R T L] R TR S W 7 HOR, 2009,
31(8):1902-1905.
ZHU Tao,ZHANG Shuiping, GUO Rongxiao,et al. Im-
proved evaluation method for node importance based on
node contraction in weighted complex networks[]J]. Sys-
tems Engineering and Electronics, 2009, 31 (8):1902-
1905.
A2 R R AT B R T 2% B R B O AR T R
WA LT B R 5 HEH L 2019,47 (1D
143-150.
LI Jiongju, HUANG Hongguang, SHU Qin. Evaluation
method for node importance in power telecommunica-
tion network based on interdependent network theory
[J]. Power System Protection and Control, 2019, 47
(11) :143-150.
PhAEIE ROK M. 2T PSNodeRank 57 9 1 )
RO AP R E L] B B 5 HOR 4R,
2020,35(2) :157-162.
SUN Zhiyuan, LIANG Shuiying, FU Yubin. Research on
identification method of key nodes of power systems
based on PSNodeRank algorithm[]J]. Journal of Electric
Power Science and Technology,.2020,35(2) :157-162.
FAe R B BRI L A M RIS TE L ) CPS
TR O R N T ER R [T, R, 2017, 41
(9):2947-2956.
WANG Xianpei, ZHU Guowei, HE Ruijuan, et al. Sur-
vey of cascading failures in cyber physical power system
based on complex network theory[]J]. Power System
Technology.2017,41(9) :2947-2956.
MR, R A S R I FEEYHARS RN
AR T S RO AESRL]. B RS E gk, 2011,
35(16) :1-8.
ZHAO Junhua, WEN Fushuan, XUE Yusheng, et al.
Modeling analysis and control research framework of
cyber physical power system[]]. Automation of Electric

Power Systems,2011,35(16) :1-8.



136 A - T S SR S 4 2021 4F 9 1

[10] &X{R4%E, SCHEHE B @ 1, 55, i F7 CPS (28 4 S s 3t sis of interactive cascading failures in smart grid[J].
FAR S PRI, ) RS A 316.2010,34(16) : 1-7. Smart Power,2021,49(5) :69-76.

ZHAO Junhua, WEN Fushuan, XUE Yusheng, et al. (17 2B Al 255 A 0 INAS S 2 IR 245 3 i o 8 JE 0P A U7
Cyber physical power systems:architecture,implemen- T R as a5 TR 2% .2019,15(3) . 676-683.

tation techniques and challenges[]]. Automation of E- LI Rui, LI Ting. Node importance evaluation of utility
lectric Power Systems,2010,34(16) :1-7. tunnel based on weighted complex network[ ] ]. Chinese

[11] WRE, FF L RE BMEEYH RS ET PR E- Journal of Underground Space and Engineering, 2019,
Pt AL R L) ], R, 2018,42(10) : 3101~ 15(3):676-683.

3109. (18] T M A, IV, B4, 45, Ot i A 55 2 W 4% 15 5
GAO Kunlun, WANG Yufei, ZHAO Ting. Explora- BRG] B AL TR .2012,38(10) : 74-76.

tion of cyber-physical interaction mechanism in power WANG Jiasheng, WU Xiaoping., LIAO Wei, et al.
grid cyber-physical systems operation[ ] ]. Power Grid Improved method of node importance evaluation in
Technology, 2018, 42(10):3101-3109. weighted complex networks[J]. Computer Engineer-

(12] EiELe, E5eH JUEEMm, 55, i 7515 M G H sl Bl ing, 2012, 38(10).:74-76.

T T B h Ry 56, 2018, 46 (1) (197 T B, 677 AR F MRS i /) the 5 el 190 I 555 1 3
14-19. AT, A B L AR 2 4, 2008, 28(10) - 20-25.
WANG Wangbing, WANG Xianpei, YOU Zezhang, DING Ming, HAN Pingping. Vulnerability assessment
et al. Research on key node identification method in e- to small-world power grid based on weighted topologi-
lectric power communication network[ J]. Power Sys- cal model[ J]. Proceedings of the CSEE, 2008,28(10) :
tem Protection and Control, 2018, 46(1) :44-49. 20-25.

[13] BAFEZE R 7 X B 56T 5 2 W48 4307 1 85 X 48 19 [20] FF%,ZE RAH B 500, B T4 8% R 10 B 158 5 ™
SRR Ik ], AE R . 2019,52(3) :674-679. e 5 o B LT ). AL R e AR A 5 L 2018, 46 (2)
LIANG Dejun, SONG Guangning, ZHAO Ming. E- 31-36.
valuation method for node importance of communica- YIN Jun, LI Guiju, HUANG Hongguang. Analysis of
tion network based on complex network analysis[]]. power telecommunication network vulnerability based
Communication Technology, 2019, 52(3) :674-679. on link used rate[ J]. Power System Protection and

(147 AEpK B Hiv. v 0 3 £ PO i 55 1 23 M L0 1. o [ e AL T Control,2018, 46(2) :31-36.

242, 2014,34(7) : 1191-1197. [21] & RPHAT, 4 K BF 45 W 058 15 19 0 S 819 s B iR
FAN Bing, TANG Liangrui. Vulnerability analysis of (). BT RS R A 3 fb 54,2020, 32(2) :28-34.

power communication network[]]. Proceedings of the LIU Lei, TAN Yanghong. JIN Jiayao, et al. Key node
CSEE, 2014, 34(7):1191-1197. identification of power communication network [ J].

(157 FLA . £y EH M .2 0 0 E B — Y B B AR M Proceedings of the CSU-EPSA. 2020, 32(2):28-34.
26 16 55 M VT AN Bom R B s [T, B R, 2016, [22] #HER 7 EE, B, A FF G T 20 R0 08 A 0 B X
40(6) :1867-1873. T fER A M B R ma [T ). & R R, 2015, 41
J1 Xingpei, WANG Bo,DONG Zhaoyang, et al. Vulner- (10) :3464-3469.
ability evaluation and link addition protection strategy DONG Zhengcheng, FANG Yanjun, TIAN Meng. Influ-
research of electrical cyber-physical interdependent ences of various coupled patterns and coupling strength on
networks[ J ]. Power System Technology,2016,40(6) : power-communication coupled networks[ J |. High Voltage
1867-1873. Technology , 2015, 41(10) :3464-3469.

[16] ®AEN, ZEFTHT, ol 3P 45, 4 B8 e ) w58 B 4% BK L s % [23] Buldyrev S V,Parshani R, Paul G, et al. Catastrophic

A2 B 2R 43 BT L) ). 8 L 97,2021,49(5) £ 69-76.
HU Po, LI Lili,ZHANG Baodan,et al. Influence analy-

cascade of failures in interdependent networks[J]. Na-

ture,2010,464(7291) :1025-1028.



