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Security authentication scheme for power terminals based on
the SM9 threshold signature

LA Yuan',ZHAO Jiguang®,ZHANG Wei’

(1. China Southern Power Grid Co. ,Ltd. , Guangzhou 510530, China; 2. China Southern Power Grid Digital
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Abstract: Considering the security authentication requirements due to the massive power terminals in the smart grid
scenario, the problem of safe and convenient storage and use of keys in power terminals is studied, and a power ter-
minal security authentication scheme is proposed based on SM9 threshold signature. First of all, the certificateless i-
dentity-based cryptographic technology is applied to the power terminal and it can solve the defect that certificate
management in the original PKI protection system is relatively complex. Then, the threshold cryptography is intro-
duced to improve the standard SM9 digital signature algorithm. The SM9 private key is split and then stored separate-
ly. When using the private key signature, a synthesizing signature is generated via an interactive calculation between
the power terminal and the server. Based on this algorithm, a power terminal security authentication scheme is pro-
posed. Finally, an example is analyzed to verify the correctness and security of the scheme.
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Figure 2 Simulation of SM9 threshold signature verification for power terminals
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